	



Data Transfer Agreement


Between:

(1)	 XXXXX(“PROVIDER“)	Comment by Hegarat Nadia: Please add Institute name, address and legal representative

and

(2)	Institute Curie with principal place of business at 26 rue d’Ulm 75005 Paris legally represented by Prof Alain Puisieux, Chairman of the Board and by delegation, Mr Julien Guérin, Head of the Data Direction (“RECIPIENT”).



1 Preamble

In response to the RECIPIENT's request for access to the DATA (as defined below), PROVIDER and the RECIPIENT agree as follows:

2 Definitions

“DATA” shall mean all and any human genetic data obtained by the RECIPIENT from the PROVIDER as listed in Annex 2. For the avoidance of doubt, Data does not include samples or biological materials;

“DATA SUBJECT” shall mean the person (irrespective of the state of health) to whom Data refers and who has been informed of the purpose for which the Data is held and has given his/her informed consent thereto;

“COMMERCIAL PURPOSES” shall mean the sale, lease, license, or other transfer and/or the use of the DATA to and/or by a for-profit organization. However, industrially sponsored academic research shall not be considered a use of the DATA for Commercial  Purposes per se.

“INTELLECTUAL PROPERTY” shall mean (i) patents, designs, trademarks and trade names (whether registered or unregistered), copyright and related rights, database rights, know-how and confidential information; (ii) all other intellectual property rights and similar or equivalent rights (whether registered or unregistered and whether registrable or unregistrable) anywhere in the world which currently exist or are recognized in the future; and (iii) applications, extensions and renewals in relation to any such rights;

“RECIPIENT SCIENTIST” shall mean a researcher (or an individual conducting Research under the supervision of a researcher) that is employed by the RECIPIENT and is bound by confidentiality and non-use obligations in respect of DATA and who has accepted the terms of this Agreement in writing (however, for the avoidance of doubt, without being a party to this Agreement) and has received acknowledgement of its acceptance. For the avoidance of doubt and without having explicitly accepted the terms of this Agreement in writing, “RECIPIENT SCIENTIST” may also include any other RECIPIENT’s employees, students, visiting academics, contractors, sub-contractors or independent consultants provided that any of such latter individuals is bound by confidentiality and non- use obligations no less onerous than those binding the RECIPIENT’s employees;

“RESEARCH” shall mean research that is seeking to advance the understanding and treatment of cancer and closely related diseases, and work on statistical methods that may be applied to such research;

“PROJECT” shall mean a detailed description as in Annex 3;

3 Purpose of the Project

The RECIPIENT agrees to use DATA only for RESEARCH as described in the purpose of the PROJECT (Annex 3). The RECIPIENT collaborates with the International Thymic Malignancy Interest Group (ITMIG) located at 102 Legend Drive, Sleepy Hollow, NY 10591USA to conduct the PROJECT. 
DATA are part of the ITMIG database. The RECIPIENT is in charge of DATA collection and hosts the ITMIG database.

4 Confidentiality

The RECIPIENT agrees to preserve, at all times, the confidentiality of DATA pertaining to DATA SUBJECTs. In particular, the RECIPIENT undertakes not to use, or attempt to use the DATA to deliberately compromise or otherwise infringe the confidentiality of information on DATA SUBJECTs and their respective rights to privacy.

5 DATA Protection

The RECIPIENT and its RECIPIENT SCIENTIST are covered by and the RECIPIENT shall, and shall procure that its RECIPIENT SCIENTISTS shall, comply with the obligations contained in the applicable French and EU data protection laws and regulations as amended from time to time (Annex 4). In particular, the RECIPIENT and its RECIPIENT SCIENTISTs inter alia understands, and shall procure that its RECIPIENT SCIENTISTs understand, their duties under the French and EU legislation in relation to the handling of DATA and the rights of DATA SUBJECTs.


The RECIPIENT agrees that it, and its RECIPIENT SCIENTISTs, shall not analyze or make any use of the DATA in such a way that has the potential to:

a) lead to the re-identification of any DATA SUBJECT; or

b) compromise the anonymity of any DATA SUBJECT in any way.

The RECIPIENT shall, and it shall procure that its RECIPIENT SCIENTISTS shall, adhere to the principles of IT-Security as set forth in Annex 1 hereto.


6 Access and Governance

The RECIPIENT agrees that it shall take all (commercially) reasonable security precautions to keep the DATA confidential, such precautions to be no less onerous than in the applicable French and EU data protection laws and regulations.

The RECIPIENT agrees to use the DATA solely for RESEARCH in the frame of the purpose of the PROJECT.

The RECIPIENT agrees that the DATA shall not be distributed or released to any other location and/or to any other person other than RECIPIENT SCIENTISTs or laboratory personnel under the RECIPIENT SCIENTISTs direct supervision. Other person may have access to the ITMIG database after submitting the project to ITMIG database committee. RECIPIENT does not have the right to sublicense the DATA. RECIPIENT shall inform PROVIDER about any third party requests for the DATA.

PROVIDER reserves the right to request and inspect DATA security and management documentation at the RECIPIENT’s premises to ensure the adequacy of DATA protection measures with prior notice during the RECIPIENT’s ordinary working hours.

DATA shall not be used for COMMERCIAL PURPOSES (e.g. diagnostic services). In case of intended commercial use of DATA, the RECIPIENT shall start negotiations in good faith leading to a fair market compensation of PROVIDER. Such a disclosure of DATA shall require a binding declaration of consent in writing from the person concerned.

7 Errors

The RECIPIENT agrees to notify the PROVIDER of any errors detected in the DATA without undue delay.

8 DATA reissue

The RECIPIENT accepts that PROVIDER will reissue DATA from time to time, with suitable versioning. If DATA is reissued at the request of the DATA SUBJECT and/or as the result of other ethical scrutiny, the RECIPIENT agrees to destroy all earlier versions of the DATA without undue delay once he has received such information. This shall not apply to the extent that DATA is saved in automatic back-up systems for which destruction shall follow the regular process of such back-up system, however, such DATA shall be eliminated within a period of four (4) weeks after reception of the respective request to do so or within a period of four (4) weeks upon termination in accordance with this Agreement.

9 INTELLECTUAL PROPERTY

The RECIPIENT recognizes that nothing in this Agreement shall operate to transfer to the RECIPIENT or its RECIPIENT SCIENTISTs any INTELLECTUAL PROPERTY rights in or relating to the DATA, i.e. ownership of DATA remains unchanged. The RECIPIENT does not have the right to sublicense the DATA. The RECIPIENT shall inform PROVIDER about any third party requests for the DATA.

In case the RECIPIENT, its RECIPIENT SCIENTISTs and ITMIG database committee develop INTELLECTUAL PROPERTY based on or related to DATA as set forth in this Agreement ITMIG shall become owner of such results.

The RECIPIENT will inform PROVIDER about all developed INTELLECTUAL PROPERTY based on or related to DATA as set forth in this Agreement without undue delay in writing. The RECIPIENT grants PROVIDER a non-exclusive, non-transferable, royalty-free, perpetual, non-sublicensable right to use such developed INTELLECTUAL PROPERTY for internal research purposes including collaborations with any third parties excluding any COMMERCIAL PURPOSES.

10 Publications

The RECIPIENT agrees to acknowledge in any RECIPIENT’s work based in whole or part on the DATA, any PROVIDER publications which encompass and from which DATA derive, the respective version of the DATA obtained, and the role of PROVIDER. The RECIPIENT is also entitled to release publications and, in doing so, agrees to acknowledge any of PROVIDER’s work based in whole or part on the DATA in its publication. 
The RECIPIENT will also declare in any such work that PROVIDER and its employees bear no responsibility for the further analysis or interpretation of the DATA by the RECIPIENT. 

11 Violation/Termination of Agreement


This Agreement shall expire automatically fifteen (15) years after its signature by both parties.

This Agreement will terminate immediately upon any material breach of a provision of this Agreement.

The RECIPIENT accepts that the changing ethical framework of human genetic research may lead to: (i) alteration to the provisions of this Agreement, in which case the RECIPIENT may accept such alterations or terminate this Agreement; or (ii) the withdrawal of this Agreement in extreme circumstances.

Either party shall have the right to terminate this Agreement with immediate effect upon giving written notice of termination to the other party.

In the event that this Agreement is expired the RECIPIENT is required to destroy/discard any Data held, including but not limited to copies and backup copies. This shall not apply to the extent that DATA is saved in automatic back-up systems for which destruction shall follow the regular process of such back-up system, however, such DATA shall be eliminated within a period of four (4) weeks after the date of termination. Upon request of PROVIDER, the RECIPIENT will certify the destruction of the DATA. Sections 4, 5, 9 and 10 of this Agreement remain in full force and effect in case of termination.

Notwithstanding the aforementioned, any provision of this Agreement related to confidentiality and/or DATA protection shall survive the expiration of this Agreement to the extent applicable statutory law provides for a deviating period of validity and effectiveness.

Nothing contained in this paragraph shall restrict the right of the PROVIDER to seek injunctive relief to prevent any breach or threatened breach of this agreement, furthermore nothing contained in this paragraph shall prohibit the PROVIDER from pursuing any other remedies available to it for such breach or threatened breach, including the recovery of damages from RECIPIENT. 

12 Costs

This Data Transfer Agreement does not involve any financial flows.

13 Legal statement

The RECIPIENT acknowledges that PROVIDER and all other parties involved in the creation, funding or protection of the DATA:

a) make no warranty or representation, express or implied as to the accuracy, quality or comprehensiveness of the DATA; and

b) Except to the extent prohibited by law, the RECIPIENT assumes all liability for damages which may arise from its use, storage or disposal of the DATA. PROVIDER will not be liable to the RECIPIENT for any loss, claim or demand made by the RECIPIENT, or made against the RECIPIENT by any other party, due to or arising from the use of the data by the RECIPIENT, except to the extent permitted by law when caused by the gross negligence or willful misconduct of PROVIDER.

The RECIPIENT understands that all the DATA are protected by INTELLECTUAL PROPERTY rights, such that duplication or sale of all of or part of the DATA on any media is not permitted under any circumstances, except with the prior written consent of PROVIDER.

In no event shall PROVIDER be liable for any use by RECIPIENT of the PROVIDER DATA or any loss, claim, damage or liability, of whatsoever kind of nature, which may arise from or in connection with this agreement or the use, handling or storage of the PROVIDER DATA or derived from PROVIDER DATA by the RECIPIENT.

14 Governing Law

This Agreement (and any dispute, controversy, proceedings or claim of whatever nature arising out of this Agreement or its formation) shall be construed, interpreted and governed by the laws of French excluding its conflict of law rules and shall be subject to the exclusive jurisdiction of the competent courts in Paris.

PROVIDER complies with the requirements of the applicable French and EU data protection laws and regulations with regard to the collection, storage, processing and disclosure of personal information and is committed to upholding the Act's core data protection principles.



AGREED by the parties through their authorised signatories
PROVIDER:

	Authorised 
signature:
	

	Name:
	

	Title:
	

	Date:
	



PROVIDER scientist acknowledges the contents of this Agreement and confirms that the DATA SUBJECT's declarations of consent for the provided DATA as set forth in Annex 2 are in full force and effect and allow the DATA transfer to the RECIPIENT: 

	Signature:
	

	Name:
		

	Head of Department of Soft Tissue/Bone Sarcoma and Melanoma




	Title:
		

	Head of Department of Soft Tissue/Bone Sarcoma and Melanoma




	Date:
	




RECIPIENT

	Signature:
	

	Name:
	Mr Julien Guérin

	Title:
	Head of Data Direction

	Date:
	




RECIPIENT SCIENTIST:

The RECIPIENT SCIENTIST acknowledges the contents of this Agreement and agrees to comply with the obligations herein. For the avoidance of doubt the RECIPIENT SCIENTIST is not a party to this Agreement. (see Annex 1 for further reading and information)

	Signature:
	

	Name:
	Pr Nicolas Girard

	Title:
	Head of Department of Medical Oncology

	Date:
	



Annex 1 - IT Security

Access to Data covered by this Data Transfer Agreement is a procedure that entails legal and ethical obligations. We require that you and your institution has adequate information technology (IT) policies in place that meet industry standards and include, in particular, the following items:

Should personal data be automatically processed or used, this shall be organised within the agency or company to ensure that it meets data protection requirements. Depending on the type of personal data or data categories to be protected, the measures taken shall, 

1.	Deny unauthorized access to data processing facilities in which personal data is processed or used (physical access controls),
2.	Prevent unauthorised persons from using data processing systems (access controls),
3.	Ensure that authorised users only have access to the data to which they have access rights, and that personal data cannot be read, copied, modified or deleted by unauthorised persons during processing or use, and after storage (user-access control),
4.	Ensure that personal data cannot be read, copied, modified or deleted by unauthorised persons during electronic transmission or during their transport or their storage on data carriers, and that it can be verified and established at which points a transmission of personal data by data transmission equipment (transmission control) is foreseen,
5.	Ensure that it can be subsequently verified and established whether and by whom personal data are entered, modified or deleted in the data processing systems (input control),
6.	Ensure that personal data which are processed on behalf of clients can be processed only in accordance with the instructions of the client (job control),
7.	Ensure that personal data are protected against accidental destruction or loss (availability control),
8.	Ensure that data collected for different purposes can be processed separately. One measure is the use of state-of-the-art encryption methods.


In the event that the Recipient becomes aware that there has been a breach or suspected breach of the agreement, the Recipient shall immediately notify PROVIDER by telephone followed by written notice.



Annex 2 – List of Data


Patient’s information: date of birth (MM/YYYY), gender, country of birth
Previous tumors: diagnosis, date of diagnosis, treatments
Autoimmune disease: diagnosis, date of diagnosis, treatments, data on AChR
Thymic tumor: diagnosis, date of diagnosis, histology type, tumor dimensions, transcapular invasion, margin, clinical/pathological stage, ECOG, treatment, TNM, metastatic sites, other affected sites, cystic tumor, tumor markers
Imaging: type, dates, description of the results (size, contour, density, calcification, infiltration, abutment, invasion, hemidiaphragm, lymph node, metastasis)
Surgery: dates, ECOG, approach, resection status, adverse events, adjuvant treatments, reconstruction
Systemic therapies: dates, ECOG, treatment class, therapeutic purpose, molecule, reason for dose modification, best treatment response, adverse events
Radiotherapy: dates, ECOG, therapeutic purpose, irradiated area, radiotherapy fields, technique, total dose, fraction size, boost, best treatment response, adverse events
Follow-up: date of visit, vital status, date and cause of death, status of myasthenia gravis, other status of myasthenia
Progression/Recurrence: modality of recurrence/progression diagnosis, histologic confirmation, site of recurrence and tumor characteristics, treatment
Biobanking: type, size, date of collection, results of molecular analyses
Second malignancy: diagnosis, date of diagnosis, treatment
Adverse events: CTCAE terminology, start and end dates, grade, causal relationship, outcome



 

Annex 3 - Purpose of the Project
Real-world evidence on thymic malignancies

Context: 
Thymic epithelial tumors are rare malignancies, which may be aggressive and difficult to treat, with variable prognosis. Histopathological classification separates two main tumour types: thymomas, which reproduce the architecture of the normal thymus, combining tumour epithelial cells and non-tumour lymphocytes, and thymic carcinomas. Autoimmune manifestations are found in almost a third of patients at diagnosis; myasthenia gravis is the most common, along with erythroblastopenia and hypogammaglobulinaemia. The most widely used staging system is that of Masaoka, revised by Koga, and a TNM system is currently being developed.
Assessment of resectability is the first stage in the treatment of a thymic tumour; in fact, complete resection is the most consistent and significant prognostic factor for patient survival. If complete resection seems possible from the beginning, surgery is the first stage of treatment, possibly supplemented by post-operative radiotherapy. In the case of unresectable thymic tumours, a pre-therapeutic biopsy should be performed for diagnostic purposes. The treatment strategy is based on induction chemotherapy followed by surgical resection or irradiation. Patients who remain ineligible for focal treatment receive exclusive chemotherapy.
In fact, these data are historical, and it is essential to study more recent cohorts to better understand the impact of new diagnostic, treatment and patient follow-up strategies. The generation of real-life data is essential, and the only way to make progress in our knowledge of them, given the rarity of these tumours, the difficulty of conducting clinical trials, and the need to involve all centers internationally in order to have sufficient data to compare approaches.
Objective: 
The International Thymic Malignancy Interest Group (ITMIG) is the international learned society dedicated to the study of thymic tumours. The ITMIG database will be built by a group of experts from this learned society. The objectives are to study:
1/ the characteristics of patients with thymic tumours, in a descriptive way, and 
2/ to measure their recurrence-free survival and 
3/ their overall survival, and 
4/ to correlate these data to identify prognostic factors.

Material & Method: 

The non-interventional cohort study is retrospective and prospective, depending on the patient's vital status. Data will be collected from diagnosis to the patient's death, and survival will be studied according to the characteristics of the disease. As the median survival is 15 years, the study will last 15 years.
Any international clinical teams can contribute to this ITMIG database by recording the clinical data of their patients with thymic epithelial tumor. The data collection will be done in the secure web application REDCap (electronic case report form) hosted in the Institut Curie in France.

Annex 4 – Data Protection

The performance of the Data Transfer Agreement requires the processing, by Provider as a Processor, of Institut Curie’s personal data which is the Controller. 

The purpose of this Appendix is to define the conditions under which the Processor undertakes to carry out the personal data processing operations defined below on behalf of the Controller.

The Processor undertakes, as part of an obligation of result, to comply with the regulations in force applicable to the processing of personal data and, in particular, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (hereinafter, "GDPR") as well as Law No. 2018-493 of 20 June 2018 relating to the protection of personal data amending Law No. 78-17 of 6 January 1978 relating to information technology, files and freedoms (hereinafter, “Freedoms, Files and technology Information Law").

The definitions in Article 4 of the GDPR apply in full to this Appendix.
1. [bookmark: _Toc23323810][bookmark: _Toc28613817]Qualification of the Parties

Institut Curie is referred to as "the Controller". Pursuant to the GDPR, the controller is the person "who determines the purposes and means of a processing operation".

XXXXX is referred to as "the Processor". Pursuant to the GDPR, the Processor is the person who is authorized to process, on behalf of the Controller, the personal data necessary to provide the defined service(s).	Comment by Hegarat Nadia: Name of the site
2. [bookmark: _Toc28613818]Description of the processing 

The Processor is authorized to process, on behalf of the Controller, the personal data necessary to purpose of the Research. 

The nature of the operations carried out by the Processor on the data is a transfer of patients’ information to the RECIPIENT.

The purpose of the processing is to analyze patient survival with thymic tumors according to the characteristics of the disease. Under no circumstances is the Processor authorized to process data for any purpose other than those mentioned above. 

The personal data processed are: 
· Patient’s characteristics: record ID, sex, date of birth, country of birth, performance status, pathology and its treatment (surgery, systemic treatment, radiotherapy), PDL1 status, mutations, metastatic sites and treatments, autoimmune disease and its treatment, adverse events, imaging results, biobanking.

· Patient follow-up: date of last visit, vital status, cause of death, progression/recurrence with pathological characteristics and treatment. 

Where data are pseudonymized the Processor shall not re-identify or attempt to re-identify data subjects by any means.

The categories of data subjects are patients. 




3. Obligations of the Controller towards the Processor 

The Controller undertakes to: 

a. provide or make available to the Processor the personal data necessary for the processing operations, as referred to in the "Description of the processing" section of this Appendix; 
b. document in writing any instructions regarding data processing by the Processor;
c. ensure, beforehand and throughout the duration of the processing, that the Processor complies with the obligations set out in the GDPR; 
d. supervise the processing, including conducting audits and inspections of the Processor. 

4. General obligations of the Processor 

The Processor agrees to: 
1) process the data only for the sole purpose(s) specified in article "Description of the processing";
2) process the data in accordance with the documented instructions of the Controller. If the Processor considers that an instruction constitutes a breach of the GDPR or any other provision of Union or Member State law relating to data protection, it shall immediately inform the Controller. In addition, if the Processor is required to transfer data to a third country or to an international organization under Union law or the law of the Member State to which it is subject, it shall inform the Processor of this obligation prior to the processing, unless the relevant law prohibits such information on important grounds of public interest;
3) guarantee the confidentiality of personal data processed under this Data Transfer Agreement;
4) ensure that persons authorized to process personal data under this Data Transfer Agreement: 
5) are committed to confidentiality or are subject to an appropriate legal obligation of confidentiality;
6) receive the necessary training in the protection of personal data;
7) take into account the principles of data protection by design and data protection by default for its tools, products, applications or services. 
8) In the event of a change in the regulations in force applicable to the processing of personal data which is the subject of the Agreement and which has an impact on the compliance of the processing, the Processor undertakes to inform the Controller immediately and to remedy the situation by making the necessary adaptations to comply with the new applicable legislative and/or regulatory provisions, at no additional cost to the Controller. 

5. Subprocessing
The Processor does not use subprocessors. 
6. Information of data subjects 

The Processor, at the time of data collection, shall provide the data subjects of the processing operations with information regarding the data processing operations it performs. The wording and format of the information shall be agreed with the Controller prior to the collection of data.

7. Exercising the rights of the data subjects

Unless technically impossible to demonstrate by the Processor, the Processor must assist the Controller in fulfilling its obligation to comply with requests to exercise the rights of the data subjects: right of access, rectification, erasure and opposition, right to limitation of processing, right to data portability, right not to be subject to an automated individual decision (including profiling). 
When data subjects make requests to Processor to exercise their rights, the Processor shall send such requests immediately upon receipt by email to dpo@curie.fr, without responding to the data subjects.

8. Notification of personal data breaches 

The Processor shall notify the Controller of any personal data breach within a maximum of twenty-four (24) hours of becoming aware of it by writing to dpo@curie.fr. This notification shall be accompanied by any useful documentation to enable the Controller, if necessary, to notify this breach to the competent supervisory authority and possibly to the data subjects.

At a minimum, the notification made by the Processor to the Controller shall describe:
· The nature of the breach, including, if possible, the categories and approximate number of individuals affected by the breach, and the approximate number of data records affected;
· The name and contact details of the Data Protection Officer, or if there is no Data Protection Officer, another contact point from which information can be obtained;
· The likely consequences of the violation;
· The steps taken or proposed to be taken by the Processor to remedy said violation, including, if applicable, steps to mitigate any adverse consequences.

The Processor undertakes to cooperate fully in good faith with the Controller to enable the Controller to notify the personal data breach to the relevant supervisory authority within the time limits and as set by the GDPR. 
9. Assistance of the Processor in the compliance of the Controller with its obligations 

The Processor assists the Controller in conducting data protection impact assessments. 
The Processor shall assist the Controller in carrying out the prior consultation with the supervisory authority. 

10. Security measures

The Processor undertakes, prior to any data processing, to implement all security measures appropriate to the risk, allowing in particular:

· Ensure the continued confidentiality, integrity, availability and resiliency of data processing systems and services as defined in the "Security Measures" Schedule”; 
· To preserve the confidentiality, integrity, availability and resilience of the data, in particular to prevent it from being distorted, damaged or communicated to persons not authorized by the Controller;
· Restore data availability and access in a timely manner in the event of a physical, logical or technical incident. 
The Processor undertakes to implement the security measures provided for in its security policy and at least the following technical and organizational measures:

· Physical access control
· System access control
· Data access control
· Disclosure Control
· Input control
· Order control
· Availability control
· Control of separations

The Processor undertakes to implement a procedure to regularly test, analyze and evaluate the effectiveness of the technical and organizational measures to ensure the security of the data and the processing, taking into account in particular the risks presented by the latter.
In assessing the appropriate level of security, the Processor shall take into account in particular the risks posed by the processing(s), which may result from the loss, destruction, alteration, unauthorized disclosure of or access to data transmitted, stored or otherwise processed, whether accidental or unlawful.
11.  Data Protection Officer

The Processor shall inform the Controller of the name and contact details of its Data Protection Officer, if it has appointed one in accordance with Article 37 of the European Data Protection Regulation: [Coordonnées DPO du cocontractant].	Comment by Keller Jean-Jacques: To complete

The Controller shall provide the Processor with the name and contact details of its Data Protection Officer: dpo@curie.fr.

Any change in the Data Protection Officer will be communicated in a timely manner in writing to the other Party.

12.  Register of categories of processing activities 

The Processor represents that it maintains a written record of all categories of processing activities performed on behalf of the Controller including:

· the name and contact details of the Controller on whose behalf it acts, of any Subprocessor and, if applicable, of the Data Protection Officer; 

· the categories of processing carried out on behalf of the Controller; 

· where applicable, transfers of personal data to a third country or to an international organization, including the identification of that third country or international organization and, in the case of transfers referred to in the second subparagraph of Article 49(1) of the European Data Protection Regulation, documents attesting to the existence of appropriate safeguards ;

· a general description of the technical and organizational security measures.

The Processor undertakes to make available to the Controller, upon Controller’s request, and within a period not exceeding forty-eight (48) hours from the request of the Controller, all the information recorded in this register concerning the Controller, as well as the necessary documentation, in respect of the processing operations for which it is a Processor, to demonstrate compliance with all its obligations and to allow audits, including inspections, to be carried out by the Controller or another auditor appointed by it, and to contribute to such audits, in accordance with the article 14 of this Appendix.

13.  Documentation 

The Processor shall make available to the Controller the documentation necessary to demonstrate compliance with all of its obligations and to enable and assist in audits, including inspections, by the Controller or another auditor appointed by the Controller. 

14. Audit rights

The Controller may, at any time, audit the Processor's compliance with its obligations, without this list being limitative, in terms of:
· Compliance of processing with security policies, in particular those of Institut Curie;
· Maintaining appropriate security measures to ensure the protection, integrity and resilience of personal data;
· Data processing and storage locations;
· Data transfers ;
· Combatting data breaches.

The Processor undertakes, on its own behalf and on behalf of its Subprocessors, to allow audits, including inspections, to be carried out by the Controller or by any other auditor that it may have appointed, for the entire duration of the Agreement.
Accordingly, the Processor agrees to cooperate and collaborate fully with such audits and assumes responsibility for compliance by its Subprocessors. This obligation to cooperate includes allowing access to all reasonably necessary information, sites, premises, personnel, physical and technical environments, software, documentation, data, systems and records relating to the processing of personal data entrusted to it under the Provider.
Such audits may be conducted, subject to ten (10) business days' notice, on site or on a documentary basis. 
These audits will be conducted in the presence of a representative of the Processor's security team or appropriate designee. 
In the event that the audit report reveals a failure to comply with the applicable regulations in the field of personal data protection or with the obligations of the Processor, the Controller may immediately and automatically terminate this Data Transfer Agreement notwithstanding the contractual stipulations concerning the termination of this Data Transfer Agreement, or may request the Processor to propose a remediation plan to the Controller within ten (10) days of the notification by the Controller of the results of the audit. If the Controller does not consider the remediation plan sufficient, it retains the right to terminate this Data Transfer Agreement. 
All costs and expenses incurred by the Processor or the Controller in connection with any Controller audits shall be borne by the Controller upon proof, unless the audit reveals noncompliance by the Processor or its Subprocessors. In this case, the entire cost of the audit shall be borne by the Processor, without prejudice to any damages to which the Controller may otherwise be entitled. 
15.  Place of data processing

The Processor undertakes not to disclose, make accessible or transfer any data to any entity or Subprocessor established in a country outside the European Union (EU) and the European Economic Area (EEA) and not presenting a level of data protection deemed sufficient, except with the prior written consent of the Controller, and in a framework presenting adequate guarantees and complying with the requirements of the GDPR and the Freedoms, Files and technology Information Law. 
In the event that, with the express consent of the Controller, data is transferred outside the European Union (EU) and the European Economic Area (EEA), or to a country whose level of data protection is not considered adequate, the Processor shall ensure that appropriate and compliant safeguards authorizing such transfer are put in place. Appropriate safeguards shall be provided in particular where the Processor or a sub-contractor has entered into the "standard" data protection clauses adopted by the European Commission under the review procedure stipulated in Article 93 (2) of the GDPR ("standard contractual clauses"). A copy of the appropriate safeguards referred to above shall be provided to the Controller upon request.
The Controller reserves the right to carry out any verification it deems necessary to ensure the proper performance of the obligations arising from this article. 
Where the transfer of personal data is necessary to respond to requests from judicial or administrative authorities in countries outside the EEA, the Processor undertakes to ensure that such transfer is based on an international agreement, such as a mutual legal assistance treaty, between the third country and the European Union or a Member State. 
Upon receipt of such a request, the Processor shall inform the Controller without delay and obtain its prior express consent, unless the relevant law prohibits such information.
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